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CYBER NVIC 05-17 PUBLIC REVIEW
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Draft NVIC 05-17 Summary

* Maritime industry uses cyber technologies for communications,
access control, other integrated control systems.

« NVIC will provide guidance, recommended practices for MTSA
facilities to address cyber vulnerabilities.

— Enclosure 1 discusses existing MTSA regulatory requirements
applicable to cyber security.

— Enclosure 2 provides a more detailed set of recommendations
based on the NIST Framework for preventing and mitigating
cybersecurity threats.
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Submitting Comments

« Comments are encouraged via the Federal eRulemaking Portal at
https://www.requlations.gov/document?D=USCG _FRDOC 0001-
6469.

« Comments must be submitted by September 11, 2017 at 11:59 PM
ET.

« If you submit a comment, include the docket number for this notice,
Indicate specific section of document to which each comment
applies.

« All comments received will be posted to http://www.regulations.gov,
will include any personal information you have provided.

 Anonymous comments accepted.
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QUESTIONS?

Contact:

LCDR Josephine Long Jason Warren
Josephine.A.Long@uscg.mil  Jason.S.Warren@uscg.mil
202-372-1109 202-372-1106
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TWIC Reader Rule
R RRRRRRRRRAAAANDDRDEE

FINAL RULE:
- Published in Federal Register on August 23, 2016
- 2 Year implementation from date of publication

APPLICABILITY:

- Requires higher risk MTSA regulated vessels/facilities (Risk
Group A) to conduct electronic TWIC inspections for access to
secure areas, or upon boarding a vessel.

ISSUES:

- Different “bulk or in bulk” definition between NPRM and TWIC
Reader Rule

- Unintended consequences of Final Rule
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TWIC Reader Rule — Petition for Rulemaking
R

MAY 15, 2017:
- USCG recelves petition for rulemaking regarding TWIC
Reader Rule

MAY 18, 2017:
- USCG publishes petition on Regulations.Gov
[DOCKET ID: USCG-2017-0447]

JULY 2017:
- USCG continuing to consider all options regarding best path
forward to address petition and clarify/correct Reader Rule.
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QUESTIONS?

Further inquiries:
LCDR Kevin McDonald
Kevin.J.McDonald2@uscg.mil
202-372-1168
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