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There are hundreds if not thousands of controls
and standards for implementing cybersecurity
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Defining cybersecurity programs is typically done
through compliance
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does not always mean secure
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Other times security Is not commensurate with the
risk
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Our Cybersecurity Framework assessments uses
all three components of the Framework
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The Cybersecurity Framework defines a seven
step implementation process
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The risk register ensures proper cybersecurity
consider=*ions are prioritized and defined
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1 Internal (accidental, e.g., is wrongly disclosed p rl O rltl Z e d I n th e reg ISte r
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Internal (dfaliberate), Sensitive privacY- i conisindiorenaiifial ° BUS|neSS Objecuves are addressed
2 External (deliberate, e.g., |related electronic Whoan ot s t I
malware,ransomware), 3rd data i —— Ime y
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o [ ]
3 (dabbisate) g / Properly define security
countermeasures
4 Internal (accidental, e.g., is wrongly disclose
hw/software failure),
Internal (deliberate), et ] A
5 External (deliberate, e.g., ensnhn;e - c.orrupted o rr.\o . ed
malware,ransomware), 3rd P e without authorizgtion
. Party (accid.ental), 3rd Party is deleted without
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7 - to comply with legal, contgictual or
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Impact — Assesses the effect the
security risk will have on business
functions and operations

Likelihood - Identifies how
often the threat is expected
to act on resources

Likelihood
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The implementation steps conclude with an action
plan for improving the cybersecurity program
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Now your ready to successfully use the Framework &
to Improve your cybersecurity program

COMMERCIAL




Questions?

Tom Conkle
Cybersecurity Engineer

Tom.Conkle@G2-inc.com
(443) 292-6679

visit us at: ManageTheRisk.com
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