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Topics

10 – Leverage Existing Industry Standards

9  – Be Educational AND Interactive

8  – Have Fun (But with a Purpose)

7  – Leverage Existing Industry Structures

6  – Show Your Work While You Do It

5  – Build on Work You’ve Already Done

4  – Link It All Together for C-Suite, Managers, Techies

3  – Provide Details for the Techies

2  – Use Industry Led Decision Making (You Have to Live With It) 

1  – Make it Actionable
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10 - Leverage Existing Technical Standards

Ain’t broke, don’t fix:

• The NIST Cybersecurity Framework was already ‘baked’

• ISO standards are already in use by other members of the CLIA community

• Class Societies have a 300-year history

• CLIA and other organizations/companies/trade groups have well known 
safety/risk mitigation standards 
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9 - Be Educational AND Interactive

Workshop  Structure

Day 1 –

• Objectives of the Profile Work

• Cybersecurity Framework Overview

• Cybersecurity Framework Profile Development

• Path Forward

• Discussion of Mission Objectives

Day 2 –

• Framework Category Prioritization

• Discussion of Profile Needs
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9A - Cybersecurity Framework Overview

Framework Core

Categories and Subcategories

What processes and assets need 
protection?

What safeguards are available?

What techniques can identify 
incidents?

What techniques can contain 
impacts of incidents?

What techniques can restore 
capabilities?
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8 - Have Fun (But with a Purpose)

Big Dog Scale Ranking System

‣ How important is each Mission Objective?

‣ Scale:  1, 3, 5, 8, 13

1 1353 8
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7 - Leverage Existing Industry Structures

Trade Associations

• Cruise Lines International Association (CLIA)

• Passenger Vessel Association (PVA)
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Passenger Vessel Operations Profile Mission Objectives

1. Maintain Human Safety

2. Maintain Marine Safety and Resilience

3. Maintain Environmental Safety

4. Maintain Guest Support, Basic Hotel Services

5. Maintain Regulatory Compliance

6. Assure Secure Communications by Function and Mode

7. Optimize and Enhance Guest Experience and Value

8. Maintain Supply Chain and Turnaround

9. Disembarking, Embarking, and Turnaround

10. Coordinate Port Operations

11. Assure (Optimize) Lifecycle Asset Management

12. Maintain Passenger Information and Accounting Systems

13. Manage, Monitor, and Maintain Non-Guest-Facing Back Office Technology
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6 - Show Your Work While You Do It
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5 - Build on Work You’ve Already Done
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4 - Link It All Together for C-Suite, Managers, Techies
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3 – Provide Details for the Techies
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2 – Use Industry Led Decision Making
(You Have to Live with It) 

Ranking of Top 3 Categories that Support Mission Objectives, 
sample analysis:

‣ These would be where we put attention for identifying priority Subcategories in the Profile.

‣ Remaining Categories and Subcategories would be reviewed by each organization applying to Profile 
for relevance, too.

Highest Priority Moderate Priority Low Priority

‣ Risk Assessment
(ID.RA)

‣ Asset Management
(ID.AM)

‣ Governance (ID.GV)

‣ Awareness and Training
(PR.AT)

‣ Data Security (PR.DS)

‣ Maintenance (PR.MA)

‣ Respond/Mitigation (RS.MI)

‣ Respond/Improvements
(RS.IM)
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1 – Make the Results Actionable 

What You Can Do with a Profile

Resource and Budget Decisioning

Sub-

category Priority Gaps

Year 1 

Activities

Year 2 

Activities

1 moderate small X
2 high large X
3 moderate medium X
… … …

98 moderate none reassess

As-Is

Year 
1

To-
Be

Year 
2

To-
Be

…and supports on-going operational decisions, too.
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LCDR Brandon Link, USCG
Brandon.M.Link@uscg.mil

Julie Snyder, CIPM, CIPT, CIPP/G/US
jsnyder@mitre.org

David Weitzel, M.S., J.D., CIPP/G/US
dweitzel@mitre.org

Maritime Commons Blog
http://mariners.coastguard.dodlive.mil/

CG-FAC
http://www.dco.uscg.mil/Our-
Organization/Assistant-Commandant-
for-Prevention-Policy-CG-
5P/Inspections-Compliance-CG-5PC-
/cgfac/

NCCoE
https://nccoe.nist.gov/

mailto:Josephine.A.Long@uscg.mil
mailto:jsnyder@mitre.org
mailto:dweitzel@mitre.org
http://mariners.coastguard.dodlive.mil/
http://www.dco.uscg.mil/Our-Organization/Assistant-Commandant-for-Prevention-Policy-CG-5P/Inspections-Compliance-CG-5PC-/cgfac/
https://nccoe.nist.gov/

