


MPS-ISAO CASE STUDY EXAMPLES
The Value of Cyber Security Information Sharing to the Maritime Industry
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NIST CYBER SECURITY FRAMEWORK



Presidential Executive Order 13691 – Feb. 2015
Promoting Private Sector Cybersecurity Information Sharing

Protecting Public Health & Safety, National and Economic Security
Critical Infrastructure | Sector & Sub-Sector 
Business, Industry & Academia | Geographic 
Public/Private Collaboration

Federal Government Published Guidelines –
US Dept. Homeland Security, 

US Dept. of Justice, 
US Dept. of Defense

Cybersecurity Information Sharing Act of 2015….
Signed into law – December 2015

• Definitions
• Federal Sharing
• Protection - Personal Information
• Private Sector Sharing and Liability Protection

2015 LEGISLATION TO PROMOTE 
CYBER SECURITY INFORMATION SHARING
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CYBER SECURITY INFORMATION SHARING ECOSYSTEM

Key Ingredients:
• Framework
• Trust Model
• Quality Analytics
• Really Good 

Intel…
• & CISA



HOW ADVERSARIES TARGET THE MARITIME INDUSTRY?
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RANSOMWARE



WHY CYBER SECURITY INFORMATION SHARING WORKS?

10/15/2018 Port #1 221.121.XXX.61 commercial@ra... MV WAF PASSION / Port Agency Appointment

10/15/2018 Port #2 221.121.XXX.61 commercial@ra... MV WAF PASSION / Port Agency Appointment

Case 1: Two Ports receive same malicious email on same day

10/15/2018 Port #1 221.121.XXX.61 commercial@ra... MV SHUHA QUEEN II

10/16/2018 Port #2 221.121.XXX.61 commercial@ra... MV SHUHA QUEEN II

Case 2: Two Ports receive same email on different days; same sender and IP as Case 1

11/07/2018 Port #1 185.86.XXX.181 cargotrack@ar... VM Accord, ORDER: TKHA-A88160011B

11/20/2018 Port #2 43.252.XXX.181 cargotrack@ra... VM Accord, ORDER: TKHA-A88160011B

Case 3: Two Ports receive same email 2 weeks apart; same sender and subject - but different sending IP



PATTERNS & TRENDS EMERGE 
THROUGH SHARED INFORMATION



UNEXPECTED FINDS



BLENDING MARITIME SHARES WITH OTHERS…
CREATES A MORE COMPETE PICTURE

Actionable 
Intelligence = 

Blocklist Provided 
to MPS-ISAO 
Customers to 
Alert/Block on 

Traffic from this IP 
Range



QUESTIONS?

Christy Coffey
VP of Operations, MPS-ISAO
Christy.Coffey@mpsisao.org

mailto:Christy.Coffey@mpsisao.org
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