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INTRODUCTION

MSRAM is a terrorism risk analysis tool used by every Coast
Guard unit. It enables federal maritime security coordinators
(FMSC) and area maritime security committees to perform
detailed scenario risk assessments on all of their critical
infrastructure and key resources (CI/KR). MSRAM com-
bines these assessments and provides analysis to support risk
management decisions. The tool’s underlying methodology is
designed to capture the security risk facing different types of
targets spanning every DHS CI/KR industry sector, allowing
comparison between different targets and geographic areas at

the local, regional, and national levels.

METHODOLOGY

MSRAM assesses risk based on scenarios — a combination of
target and attack mode — in terms of threat, vulnerability, and

consequence.

FACTORS
Threat — The specific intent and capability of terrorists to
deliver the attack on the specific type of target.

Vulnerability — The probability of a successful attack based
on the following factors:

e Attack difficulty

* Ability of the owner/operator, local law enforcement, and

the USCG to interdict an attack
* Ability of the target to withstand the attack
Consequence — The negative impact of a successful attack on

the United States in terms of:
* Deaths/injuries

* Primary economic impact

* Environment

* National security impacts

* Symbolic impacts

* Secondary impacts to the US economy

MSRAM also considers the response capability of the owner/

operator, local first responders, and the USCG and other
Federal Agencies to mitigate the consequences of an attack.

MSRAM Risk Model Scenario
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KEY FEATURES AND CUSTOMER
BENEFITS INCLUDE:

1. Powerful and user-friendly interface

DATA INPUT

List = Score 3 Score

Maximum
Consequence

Targets Scenario Risk

DATA ANALYSIS

‘4 Analyze ﬂ
Results and
Cg::ge Generate

Reports

2. Phased process to maximize efficiency

3. Exhaustive hierarchical target classes for categorization of

targets

4. Required scenarios for each target class to ensure consis-
tent analysis nationwide

5. Optional and user defined scenarios to support national
and local planning

6. Incorporation of strategic threat information from intel-

ligence community

7. Target-relevant benchmark examples and recommended
ranges for each vulnerability and consequence factor

8. Job aids to help users assess the ability of owner/operator,

local law enforcement, and USCG forces to intervene
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9. Separate evaluations of primary and secondary economic
impacts of an attack to improve the understanding of the

effect of response and recovery capabilities

10. Dynamic analysis and reporting center to assist in review

of assessment results

11. Change case module to assess and compare the impact of

alternate risk-reduction strategies

12. Three-tiered (local, regional, and national) review of the
Coast Guard and area maritime security committee’s risk
assessments to ensure consistent and accurate evaluation of
scenarios between USCG sectors; this informs the national

security risk profile

MSRAM Review Process

FMSC/Sector Assessment
(with AMSC Input)

District Review

Area Review
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