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Resilience in America’s Ports
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• Issues

• Big Data

• How to Create Port Resilience

• Innovation in Port Resilience 

Issues

• Security – Operational Efficiency Tradeoff Balance

• Security – Resilience  what is the tradeoff/relationship?

• Do we all understand port resilience?

– Many independent economic entities with different goals

• Planning for Port Resilience

– Do we really know how to create Port Resilience?

– Do we all have the same target for resilience outcomes?

• Big Data means big opportunities, big challenges

8
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Big Data:
Big Opportunities, Big Challenges
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Double‐edged Sword of BIG DATA

10

• Great potential, great obstacles 

– Today: many new sources, minute detail, high volume, real‐time, 
potential to leverage RT data for a common operational picture

– But: data is static, not readily available, not integrated, not 
validated, not easily processed into InformationKnowledge
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Data  Information  KnowledgeWisdom

11

Situation Data Information Knowledge

Port closure Risk impacts if 
cargo does not 
reach destination

Economic risk to 
region

Priority for 1st

cargo permitted, 
Trade Resumption 
plan

Port closure Alternate port 
capacities, 
expected delays 

Validated
options for 
cargo allocation

Priority for 
alternate port 
selection

Oil spill in 
waterway

Port conditions, 
currents, wind 
direction and 
speed

Anticipated 
migration and  
movement of 
spill

Optimal allocation 
of spill clean up 
resources and 
locales

Hurricane 
forecasted

Storm 
performance, wind 
strength, waterway 
structure

Prediction of 
storm surge

Port locations at 
most risk, requiring 
personnel and 
asset movement

Double‐edged Sword of BIG DATA

• Great potential, great obstacles 

– Today: many new sources, minute detail, high volume, real‐time, 
potential to leverage RT data for a common operational picture

– But: data is static, not readily available, not integrated, not 
validated, not easily processed into InformationKnowledge
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BIG DATA
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Decision Timing & the Life Cycle of a Disruption

17Ref. – Sheffi, Rice, Supply Chain View of the Resilient Enterprise, Sloan Management Review 2005

Speed Matters….
Real‐time responses required….

Advance planning facilitates response speed

Creating Port Resilience

18
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Supply Chain  Port Resilience

 Supply Chain Resilience:

– In material science, resilience is the physical property of a 
material that can return to its original shape or position after 
a deformation that does not exceed its elastic limit. 

– In today’s business environment, resilience is widely used to 
characterize an organization’s ability to react to an 
unexpected disruption, such as one caused by a terrorist 
attack or natural disaster, and restore normal operations.  

– It’s the ability to recreate supply chain capabilities, to ‘bounce 
back’ from variations and disruptions

 Examples of port resilience?
Source: “Building a Secure and Resilient  Supply Network” by J. Rice, F. Caniato, SCMR Sept-Oct 2003

Risk Management Framework & ISO 31000

21

1. Vulnerability 
assessment

2. Mitigation planning 
& implementation

3. Ongoing Monitoring 
& Measurement

4. Crisis 
Management/Emerge

ncy Response

Ref.: Graphic from ANSI/ASIS SCRM.1‐2014
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Creating Port Resilience

22

• Vulnerability and Response Assessment
– Identify risk sources, response capabilities/capacities

Loss of Key Personnel

Restriction of 
Access / Egress

3PL Failures

Dealer Distribution 
Network Failures

Computer Virus / 
DOS Attacks

IT System Failures: Hware, 
Sware, LAN, WAN Service Provider 

Failures

Harassment & 
Discrimination
Loss of Key Equipt

Tier 1, 2, 3, …n
Supplier Problems

Warranty / Product 
Recall Campaigns

Logistics Route
Disruptions

KidnappingExtortion
Vandalism

Arson

HR: Skill Shortage, Turnover

Loss of Key 
Supplier

Accounting or Internal 
Controls Failures

Embezzlement

Gov’t 
Inquiries

Theft

Operator 
Errors / 
Accidental 
Damage

Workplace Violence

Health & Safety 
Violations

Utilities Failures: Comms, 
Electricity, Water, Power

Revenue 
Management

Equip., Facilities, Business 
Acquisitions & Divestitures

Asset Valuation
Liquidity / Cash

Debt & Credit 
Rating

Fuel PricesInterest Rate 
Fluctuations

Currency & Foreign 
Exchange Rate 
Fluctuations

Accounting / Tax 
Law Changes

Economic 
Recession

Currency 
Inconvertibility

Credit Default

Uncompetitive 
Cost Structure

Financial 
Markets 
Instability

Inadequate / Inaccurate 
Financial Controls & 
Reporting

Health Care & 
Pension Costs

Shareholder 
Activism

Adverse 
Changes in 
Industry 
Regulations

Adverse 
Changes in 
Environmental 
Regulations

Boiler or Machinery 
Explosion

Property Damage

Bldg. or Equip Fire

Building Collapse

Asbestos Exposure

Mold Exposure

Cargo Losses

Land, Water, 
Atmospheric 
Pollution

Geopolitical Risks
Severe Hot / 
Cold Weather

Disease / Epidemic

Animal / Insect Infestation

Blizzard / Ice Storms 
Hail Damage

Lightning 
Strikes

Earthquake
Flooding

Wildfire

Hurricane 
/ Typhoon

Heavy Rain / 
Thunderstorms

Tsunami

Volcano Eruption

Wind Damage

3rd Party 
Liability

General 
Liability

Product 
Liability

Directors & Officers 
Liability

Workers 
Compensation

Deductible 
Limits

Terrorism / Sabotage

Tornados

Loss of Key 
Facility

Customer 
Relations

Corporate 
Culture

Cost Overruns

“Gotta‐have” 
products

Attacks on Brand Loyalty

Public Boycott 
& Condemnation

New or Foreign 
Competitors

Market Share 
Battles

Joint Venture / 
Alliance Relations

Price Wars

Ineffective 
Planning

Union Relations, Labor 
Actions

Demand Seasonality & 
Variability

M&A Industry 
Consolidation

Perceived Quality

Inadequate Mgt
Oversight

Negative Media 
Coverage

Product Design & Engineering

NPI

Dealer Relations

Technology Decisions

Product Dev Process

Supplier Relations

Foreign Market 
Protectionism

Ethics 
Violations

Offensive 
Advertising

Loss of Intell
Property

Enterprise 
Vulnerability

Financial Risk

Hazard 
Risk

Strategic 
Risk

Operations 
Risk

Nearly an Unlimited Source of Enterprise Risk

IT System Failures 
(Hardware, Software, LAN, WAN)

Harassment & 
Discrimination

Warranty / Product 
Recall Campaigns

Extortion

Info. Mgmt. Problems

Loss of 
Key 
Supplier

Accounting or Internal 
Controls Failures

Fuel Prices
Interest Rate 
Fluctuations

Accounting / Tax 
Law Changes

Economic 
Recession

Credit Default

Uncompetitive 
Cost Structure

Adverse 
Changes in 
Industry 
Regulations

Property Damage

Bldg. or Equip. Fire

Mold Exposure

Cargo Losses

Earthquake
Flooding

Wind Damage

Deductible 
Limits

Customer Relations

Pricing & Incentive Wars

Customer Demand 
Seasonality & Variability

Mergers & Industry 
Consolidation

Product Design & Engineering

Dealer Relations

Technology Decisions

Product Development Process

Foreign Market 
Protectionism

Ethics 
Violations

Loss of Intel. 
Property

Fuel Prices

Economic 
Recession Health Care 

Costs

Bldg Fire

Credit 
Default

Liquidity/Cash

Facility 
Loss

Product 
Liability

Cargo 
Losses

Earthquake
Wildfire

Epidemic Tornados

Ice Storm

Tax Law 
Changes

Theft

Utility 
failure

Key 
Supplier 

Loss

Logistics 
Route 
Failure

IT Failure

Personnel 
Loss

Health & Safety 
Violations

Workplace Violence
Denial of Service Attack

New Competition
Negative 

Media

M&A/Industry 
Consolidation

Foreign Mkt
Protectionism

Labor RelationsPerceived Quality

Technology 
Choices

Mkt Share
Battles

Ethics Violation

Loss of IP

Interest Rate 
Fluctuations

Ref: Dr. Debra Elkins, General Motors
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Creating Port Resilience
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• Vulnerability and Response Assessment
– Identify risk sources, response capabilities/capacities

How capable are domestic US ports?

Assessing Response Capabilities: Capacity Assessment
Absorbing Volume Post‐Disruption

25

Commodity/Conveyance 
Top 3 Ports for the commodity

Min Capacity Needed to Absorb 
Volume of Top Port

Container
Top 3 Ports: Los Angeles, Long Beach, NY/NJ

26%

Chemicals
Top 3 Ports: Houston, South Louisiana, Baton Rouge

23%

Coal
Top 3 Ports: Mobile, Pittsburgh, Hampton Roads

16%

Food and Farm Products
Top 3 Ports: So. Louisiana, New Orleans, Plaquemines

50%

Manufactured Equipment
Top 3 Ports: Los Angeles, NY/NJ, Hampton Roads

18%

Petroleum
Top 3 Ports: Houston, NY/NJ, South Louisiana

16%

Raw Materials
Top 3 Ports: Duluth‐Superior, NY/NJ, So. Louisiana

5%
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Creating Port Resilience
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• Vulnerability and Response Assessment
– Identify risk sources, response capabilities/capacities

• Ongoing Monitoring 
– To assess required response
– ERMA available now – but scope is limited

• All‐hazards Continuity Plans 
– Backup for critical infrastructure and systems (Port 
infrastructure, Intermodal, Waterways, Terminals) 

– For each failure mode/predictable outcome
– Response plans, how will cargo in/out be processed?
– Restarting operations/trade resumption
– Do you have the governance to respond?  Jones Act/Sandy

Supply Chain Failure Modes – Predictable Outcomes

All disruptions result in a loss of one or more of these 
capacities:

‐ Capacity to acquire materials (supply)

‐ Capacity to ship/transport

‐ Capacity to communicate

‐ Capacity to convert (internal operations)

‐ Human resources (personnel)

‐ Financial flows

27
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Ref: Dr. Debra Elkins, General Motors

Response Options by Failure Mode

29

Failure Mode Resilience Action Advantages Disadvantages

Loss of supply / 
materials

Use multiple 
sources, multiple 

locations 

Spread risk across 
firms, locations

Higher cost to qualify 
suppliers, lower volume 

leverage

Use single source Known supplier Vulnerable to disruption 
w/o multi‐site back ups

Modify product to 
use standard parts

Reduces part 
invty cost, 
complexity

Costly to modify existing 
materials standards
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Continuity Plans

Continuity Plans for Port Resilience
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Innovation in Port Resilience

35
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Innovation in Port Resilience

36

• Port Mapper (CSR, MIT)
– Cargo capacity, alternate port visualization and ID tool

• Magello (CSR, Stevens Institute of Technology)
– Emergency response and management visualization tool

• Other….

Port Mapper

37
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Port Disruption Response – Cargo Allocation

• What are the options for cargo allocation in the event 
of a disruption?

– Need capacity

– Proximity to disrupted port

– Match cargo type – containers go to container terminals, dry 
bulk goes to dry bulk terminals, etc.

• While there are ~361 ports in the US

– Not every port is an option 

– Concentration of commodity types reveals vulnerability

• Which port handles which cargo?

– To date, we can only answer using intuition but not data

– So we developed a tool to identify cargo allocation options

Cargo Allocation/Capacity Model

• Used 5 Years of annual port data (Army Corps of Engineers)

• Segmented by commodity (SIC), port and cargo flow 
direction 

• Augmented with port location information, water‐ and land‐
based distances between ports

• Created Excel‐based model to understand port capacity in 
greater detail 

39
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Capabilities of Model/Tool

Cargo Allocation/Capacity Model Capability: The user can….

Fail single port and identify alternate port options for cargo

Fail multiple ports and identify alternate port options for cargo

Fail port and identify alternate port options for cargo by SIC

Fail port and identify alternate port options for cargo by 
proximity/distance or volume

Access port data: volume, cargo by SIC

Fail port and allocate different amounts of cargo to different
ports

Calculate port capacity requirements

But you need an analyst to use it… 

so we made a visual app called 

Port Mapper

What would happen if Los Angeles could not handle 
containers?  Where could the volume go?
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Continued: LA constraint. Where could the volume go if 
only the top 10 container ports were used?

What if So. Louisiana could not handle Food & Farm 
Products?  Where could the volume go?
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Continued: So. Louisiana constraint.  Where could the 
volume go if only the top 10 ports were used?

Baltimore – SIC Coal & Lignite

45
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Baltimore – SIC Coal & Lignite Option Report

46

47

Port of Stockton – Ammonia Options
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Port of Stockton – Ammonia Option Report

48

Used by USCG planning/responding to Hurricanes 
Sandy & Irene: “the only source for the data”

49
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Possible Future Developments

• Integrate with freight flows to hinterland, intermodal

• Integrate into a single environment for COP

• Scenario development: disruption changes land and port 
conveyances

50

Daily Flows Post‐Disruption Flows

Magello
(CSR, Stevens Institute of Technology; 

Project  Lead Investigator & Director of CSR, 
Dr. Julie Pullen)

51
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Innovation in Port Resilience – Magello (CSR Stevens)

52

• Magello
– Allows end user to visualize ultra‐high‐resolution port 
environment data on a Google EarthTMplatform 

– Ongoing monitoring, situation assessment 
– Emergency response and management tool

• Data Capabilities
– Urban: terrain, roads, AIS, ports
– Ocean: surface temp, currents (direction, velocity, HF radar), 
acoustics, salinity

– Air: temp, wind (velocity, vector), rain, air quality
– Hazard: earthquake, contaminant release, explosion, oil spill
– Coast: shoreline sensitivity, hydro lines, land use, AOR

Magello Objective: Combine data in single tool to aid 
emergency response

53
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Magello

54

• Intuitive interface

• Real‐time data, crowd‐source info

• Platform change to enable mobile device access

• Ultra‐high‐resolution models

• Urban effects, multi‐access levels

• Designed with broad range of apps to compliment, 
augment industry/gov’t platforms (ERMA, SAROPS) 

Magello Overview – AIS, Buildings, Surface Temps, 
Currents, Terrain, Roads, Winds
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Contaminant source, 
buildings, wind 
vectors ‐ NY

Shoreline sensitivity index, Ports – San Francisco
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AIS, land use –
San Francisco

Tracking tool – New York
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Oil Spill, Shoreline sensitivity index – New York

Innovation in Port Resilience – Magello (CSR Stevens)

61

• Intuitive interface

• Real‐time data, crowd‐source info

• Platform change to enable mobile device access

• Ultra‐high‐resolution models

• Urban effects, multi‐access levels

• Designed with broad range of apps to compliment, 
augment industry/gov’t platforms (ERMA, SAROPS) 
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And More….
CCICADA, CREATE, ADCIRC, VACCINE, Future
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Future/Other Innovations in Port Resilience

63

• Other DHS COE contributors
– CCICADA: Command, Control and Interoperability Center 
for Data Analysis (Rutgers)

– CREATE: National Center for Risk and Economic Analysis of 
Terrorism Events (USC)

• cgSARVA (VACCINE, Purdue)
– Search‐and‐rescue prediction visualization tool

• ADCIRC (Coastal Hazard Center, UNC‐CH)

– Storm surge modeling, dredging feasibility, modeling tides

• Future
– Integrating/fusing all of these analytical tools into one 
system to provide a Common Operational Picture
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Get real‐time data, integrate it, share with the 
community for a Common Operational Picture
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Real‐time Data 

Information 
Integrated via 
Magello, CG1View, 
Watchkeeper, etc.?

Knowledge – RT 
situational awareness, 
data‐based risk mgt, 
priorities

Wisdom in decision‐making

Key Decision Point

Result – higher quality 
decisions made real‐time, 
results in fewer losses, 
faster recovery, more 
efficient and effective 
response

Get real‐time data, integrate it, share with the 
community for a Common Operational Picture
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Port volumes, conditions, 
real‐time

MSRAM, Port 
Mapper, cgSARVA, 
ADCIRC

Magello, COP

Wisdom in decision‐making

Key Decision Point

Result – higher quality 
decisions made real‐time, 
results in fewer losses, 
faster recovery, more 
efficient and effective 
response
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Resilience in America’s Ports
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• Big Data

• Continuity Planning for Outcomes

• Innovation in Port Resilience

– Port Mapper

– Magello

– Future – COP 

State SIC Group SIC Family

All Al l Al l

 

Ports to View Top 10 Port To Fail BALTIMORE HARBOR AND CHANNELS, MD
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Thank you

Jim Rice

jrice@mit.edu

617.258.8584

http://ctl.mit.edu

http://ctl.mit.edu/research/port‐resilience

http://portmap.mit.edu/port_mapper_g01.php


