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Chemical Facility Anti-Terrorism Standards:
CFATSCFATS



The Chemical Facility Anti-Terrorism Standards (CFATS)

• Applies to chemical facilities thatApplies to chemical facilities that 
“present a high level of security 
risk.”

• CFATS is a staggered process 
consisting of four phases: The Top-
Screen the SVA the SSP andScreen, the SVA, the SSP, and 
ongoing compliance.

• CFATS compliance is based onCFATS compliance is based on  
Risk-Based Performance Standards
rather than prescriptive guidelines.

• CFATS will expire in October 
2009; something must occur during 
the 111th Congressthe 111 Congress.



The Impact of Homeland Security Regulations: Contract Guards

(1) Restrict Area Perimeter
(2) Secure Site Assets
(3) Screen and Control Access
(4) Deter, Detect, and Delay
(5) Shipping, Receipt, and Storage
(6) Theft and Diversion
(7) Sabotage 
(8) Cyber
(9) Response
(10) Monitoring
(11) Training
(12) Personnel Surety
(13) Elevated Threats 
(14) Specific Threats/Risks
(15) Reporting of Security Incidents
(16) Security Incidents/Activities
(17) Officials and Organization
(18) Records



Application of RBPS 

Congress Required the Adoption of Performance Standards… 
Therefore DHS cannot Mandate the Precise Manner to Achieve a 
Specific Security Outcome:

Example: Restrict Area Perimeter

Company A Tier 1 Facility: 12 foot chain-link fence, razor ribbon, 
i i t i d t ti t l li ht tiltmicrowave intrusion detection system, low-light, pan, tilt, zoom 

cameras with motion activation, 10 foot clear zone, vehicle cabling. 

Company B Tier 1 Facility: 6 foot chain link fence with threeCompany B Tier 1 Facility:  6 foot chain link fence with three 
strands of barbwire as outer perimeter fence with jersey barriers, 8 
foot concrete wall as secondary perimeter, fiber-optic intrusion 
detection system, combination of fixed cameras and low-light, pan, 
tilt, zoom cameras. 

C C Ti 1 F ilit Di d t dCompany C Tier 1 Facility: Dig a deep moat and ………………… 



Application of RBPS 



Application of RBPS: Tier 1 vs. Tier 4 

Because the Performance Standards are Risk-Based, a Tier 1 ,
Facility Requires More  Stringent Security Than a Tier 4 Facility:

Example: Restrict Area Perimeter

Company A Tier 1 Facility: 12 foot chain-link fence, razor ribbon, 
microwave intrusion detection system, low-light, pan, tilt, zoom 

i h i i i f l hi l blicameras with motion activation, 10 foot clear zone, vehicle cabling. 

Company B Tier 4 Facility:  12 foot chain-link fence and razor 
ibbribbon.



CFATS: 4 Risk Tiers
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CFATS and Information Protection

Section 550 –
Statute (Congress)  

§ 27.400 –
Implementing CVI 

CVI Guidance –
(DHS)  

Regulations (DHS)

“D t D ”“Day to Day” 
Compliance 



MARKING CVI

Chemical-Terrorism Vulnerability Information Protective Marking

Paper Record 
Containing CVIContaining CVI 

WARNING: This record contains Chemical-Terrorism
Vulnerability Information controlled by 6 CFR § 27.400. Do not
disclose to persons without a “need to know” in accordance with 6

Distribution Limitation 
St t tCFR § 27.400(e). Unauthorized release may result in civil penalties

or other action. In any administrative or judicial proceeding, this
information shall be treated as classified information in accordance
with 6 CFR § 27.400(h) and (i).

Statement 



MTSA v. CFATS

Requires facilities to submit the
SVA and SSPs developed pursuant 
to MTSA (i.e., those facilities that 

il fare now statutorily exempt from 
CFATS) to DHS. 

“The Secretar shall determineThe Secretary shall determine 
the extent to which actions taken 
by such a chemical facility 
pursuant to another provision of 
law fulfill the requirements of 
this section and may require 
such a chemical facility to 
complete any additional action p y
required by this section.”

This could significantly increase 
the number of covered facilities.the number of covered facilities.
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Transportation Worker Identification Credential
(TWIC)(TWIC)



The Maritime Transportation Security Act (MTSA) & TWIC

• Applies to vessels, OCS 
facilities, and other maritime 
facilities on navigable 
waterwayswaterways. 

• Requires the development of a 
COTP-approved Facility pp y
Security Plan (FSP).  FSPs must 
be renewed every 5 years with 
the first round of renewalsthe first round of renewals 
occurring in 2009.

• Unescorted access to certainUnescorted access to certain 
areas of MTSA-regulated sites 
requires the possession of a 
TWIC ( d hTWIC (and hence more 
compliance actions).



Who Gets a TWIC?

All d i l d h• All credentialed merchant 
mariners

• Anyone with unescorted 
access to secure areas of U.S. 
vessels facilities and OCSvessels, facilities, and OCS 
facilities subject to 33 CFR 
104, 105, and 106

•Vessel pilots

•All individuals working 
aboard towing vessels that 
push pull or haul alongsidepush, pull, or haul alongside 
tank vessels.



Who Gets a TWIC?

• Vessel crew
• Longshoremeng
• Drayage truckers 
• Facility 
employeesemployees
• Truckers
• Surveyors

A• Agents 
• Chandlers
• Port chaplainsp
• Casual laborers
• Other maritime 
professionalsprofessionals



TWIC Enrollment: Disqualifying Crimes
STA: Permanently Disqualifying Crimes (1572.103 

et seq.)
STA: Interim (7 year) 
Disqualifying Crimes q ) q y g

(1572.103 et seq.)
*NOTE: No violent misdemeanors

Espionage Bribery

Sedition Extortion

No waiver 
permitted

Treason Dishonesty, fraud, or misrepresentation, 
including money laundering and identity 
fraud, in some instances

Crime of terrorism (defined in 18 U.S.C. 2332(g) or comparable State law) Immigration violations

Crime involving a TSI (transportation security incident) Smuggling

Improper transportation of a hazardous material (49 U.S.C. 5124) Certain drug offenses

Unlawful activities concerning explosives Unlawful activities involving a firearm 
or other weapon Waiver 

permitted
Waiver 
permitted

or other weapon

Murder Arson

Making any threat - or maliciously conveying false information known to 
be false - concerning the deliverance, placement, or detonation of 
explosive or other lethal device in/against place of public use, state or 

Kidnapping or hostage taking

p g p p ,
government facility, public transportation system, or infrastructure facility

Certain RICO Act violations where one of the predicate acts consists of 
one of the permanently disqualifying crimes

Lesser violations of RICO

Assault with intent to kill

NOTE: Conspiracy or attempt to commit any of these crimes will also 
disqualify

Robbery

Fraudulent entry into a seaport

Rape or aggravated sexual assault





TWIC Implementation: Can I Enroll Anyway? No.





TWIC/MTSA POLICY ADVISORY COUNCIL
January 7, 2008

Redefining Secure Areas and Acceptable Access Control
01-08

Background: The TWIC final rule allows facility owners and operators to redefine their secure areas for purposes of TWIC.  
However, it is unclear which facilities may redesign their secure areas, and how much of the previously included facility area 
can be excluded through redesignation.

Issues:
•If certain mixed-use MTSA facilities are allowed to redefine their secure area for TWIC purposes, what guidelines 
should they use during their redesignation?
•What measures will be expected/accepted by the USCG for access control to these newly defined secure areas?

TWIC/MTSA Policy Advisory Council discussion: The USCG employs a 3-step process for determining whether to 
approve amendments to a Facility Security Plan:

1. Does the facility have a significant non-maritime transportation related portion?
1. Yes proceed to Step 21. Yes proceed to Step 2
2. No deny the request

2. Is the area to be excluded non-maritime transportation related?
1. Yes approve the request
2. No deny the request
3 Y d d t St 3

23

3. Yes and no proceed to Step 3
3. Is the area to be excluded at risk of a TSI (transportation security incident)?

1. No approve the request
2. Yes deny the request and/or ask for differently defined secure area





Rail Hazmat 



TSA Rail RegulationsRail Security Considerations – Toxic Inhalation Hazards (TIH) –
Regulation Took Effect on 12/26/08

• Applies to both passenger and 
freight railfreight rail.

• New security obligations include 
the appointment of a Rail pp
Security Coordinator, chain of 
custody/control procedures, and 
the reporting of significantthe reporting of significant 
security concerns.

• Designates 46 High-ThreatDesignates 46 High Threat 
Urban Areas which necessitate 
increased security.



TSA Rail Regulations

• Applies to rail as well as selectApplies to rail as well as select 
facilities that ship and receive 
certain classes and quantities of 
h t C ld i l dhazmat Could include a 
facility within a port complex.

• New security obligations include• New security obligations include 
the appointment of a Rail 
Security Coordinator, chain of 
custody & control procedures, 
and the reporting of significant 
security concerns, among other y , g
things.

• Designates 46 High-Threat 
Urban Areas.



Houston HTUA



SSI: MTSA and Rail Applicability
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