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Is Cyber?

a domain, similar to the air, sea, land, and

passes everything in or surrounding the
omaghnetic spectrum.
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to Focus On

persecurity requires focus on 3 things:

people, processes and technology.

People are the most challenging piece of the puzzle.


http://www.google.com/imgres?imgurl=http://download.oracle.com/docs/cd/E18727_01/doc.121/e16350/img/wf_generic.gif&imgrefurl=http://download.oracle.com/docs/cd/E18727_01/doc.121/e16350/T393423T393429.htm&usg=__lrxDSCEUV0EmLbdSXwLd8iiny9g=&h=308&w=541&sz=7&hl=en&start=20&zoom=1&itbs=1&tbnid=dkLe-vpYwfqSGM:&tbnh=75&tbnw=132&prev=/search?q=generic+process+flow&hl=en&biw=1259&bih=814&gbv=2&tbm=isch&ei=hy76TfiSL8nVgQe_mqzrBA
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mobility...

we shifted our lives, and our work
PC and the Internet...

s all about being mobile
PC in your pocket

* We demand remote access to our information whenever
and wherever we need it!
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a Today?

Oou aren’t sure where it is...

Always accessible from everywhere

It’s all about CIA of your data...

* Confidentiality
* Integrity
* Availability
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ation is Available?

Information on your locations,
assets, and other operational data
might be publicly available on the
Internet

Does someone in your organization
regularly check what information is
out there?
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Direction

elop capabilities to resist and respond to cyber threats. In
addition to our own forces, the vast port and maritime
transportation systems we protect are vulnerable to cyber attack.

Work with our partners to develop resiliency to cyber threats.”
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tatistics

e 186 million passengers per year

e 8,000 foreign vessels make 50,000
port calls annually

(MARAD data 2008)
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TS Relies On

ems — SCADA, Access, Etc.
o Navigation
Communications

e Vessel Traffic Services

* GPS

All are vulnerable!!
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ared for a Cyber Storm?
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place, disruption of IT systems could bring any
ill or lead to a dangerous lack of control over
physical processes.

ated, including software attacks such as viruses, worms, and Trojan
orses.

External, such as an outside individual attempting to gain unauthorized
access.

® |Internal, such as employees or contractors attempting unauthorized
access to information or Internet sites.
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eats

stuxnet

Sophistication

Convergence

- of Available Tools _
Hig Sophistication Growing Staging
Required of Actors “Stealth” /advanced
Declining scanning techniques Sophisticated C2
Cross site scripting / Phishing
Denjal of Servige Distributed attack tools
Packet spoofing
. www attacks
= Sniffers
‘= Automated probes/scans
g Sweepers GUI
=
]
- Back doors Network mngt. diagnostics
E" Disabling audits E )
4 Hijacking sessions
Burglaries
Exploiting known vulnerabilities Russia invades
Password cracking . :
Self-replicating code Estonia DoS Georgla
Password guessing
Low

1980 1985 1990 1995 2000 2009 v



Sins of
ecurity
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o compliance equals security
Overlooking the people

4. Lax patching procedures

5. Lax logging, monitoring

6. Spurning the K.1.S.S. principle

7. Too much access for too many
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Attitude?

posture of, “It can’t happen here.”

“We haven’t heard of any worm outbreaks and
quiet. Why upgrade those devices?”

“We have no budget.”
* “We’re just hanging out on the docks!”

Then my question is, “Can we really afford to give up our data
and control of our systems today?”
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of defense!

* Prepare
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t Actors?

* Disgruntled insiders
* Unaware employees
* Competitors

* Foreign governments

* Terror organizations
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oon / Conveyance?
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http://www.dailypress.com/media/photo/2011-06/62149034.jpg
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mpacts?

Cyber-physical Control Systems
(SCADA, access, etc.)
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er too early. Is this a result of a Control
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unction

nvorkers were under vessel resulting in 27
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aritime Systems

Today’s maritime environment includes
automation throughout our nation’s ports

— Driverless cranes and other vehicles
— Wireless cargo tracking
— Automated entry systems
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Trajectory Based Operations
High Pedormance Alspace

Logistics & Operations Management Systems
(DGPS, VTS, etc.)
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nendencies

d? Navigation, positioning, and timing



http://upload.wikimedia.org/wikipedia/commons/8/81/Houston_Ship_Channel_Galena.jpg
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ontrolled VTS, comms and control systems?
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What if...

there weren’t any empty containers in your
port?

schedules and ports of call were changed?
fuel supplies became an issue?

hazardous containers were loaded next to
each other?
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Orflew Paytnent - Income Arcend the Workd

Internet / Communications
(Command and control, payments,
business enterprise operations, etc.)
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http://www.google.com/imgres?imgurl=http://www.primolution.com/wordpress27/wp-content/themes/seo/images/online-payment.jpg&imgrefurl=http://www.primolution.com/online-payment&usg=__xRYGWCHf4su3eGn9wbK3stOFP04=&h=280&w=760&sz=73&hl=en&start=1&zoom=1&itbs=1&tbnid=AcDkRORGKzUr9M:&tbnh=52&tbnw=142&prev=/search%3Fq%3Donline%2Bpayment%2Bsystem%26hl%3Den%26biw%3D1259%26bih%3D814%26gbv%3D2%26tbm%3Disch&ei=n_oWTs_jN4_egQfHksX6Dw
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d Control?




UNCLASSIFIED

t Information?

29



UNCLASSIFIED

30



UNCLASSIFIED

orise Systems
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http://www.maispace.com/index.html
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ude cyber aspects?

ore they last updated?

ave we exercised them recently?

e Have we coordinated our plans with our partners?

32



UNCLASSIFIED

Sharing

urity Working Group (CSCSWG)
ol Systems Joint Working Group (ICSJWG)
ation Systems Sector Cyber Working Group (TSS CWG)

, Waterways, and shores are lined with CIKR facilities (nuclear
power plants, oil refineries, pipelines, chemical plants, bridges, etc.)

— ALL linked to cyber systems or networks and rely on industrial control
systems

DHS/USCG Effort
- Help MTS partners better understand issues
- Develop consistent approach
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on Sharing

ification required

operators security or TSIs reporting

END STATE DESIRED

— Process & culture of open/frank information sharing
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d Recovery
ordination

es can be called upon for support...we can help
that coordination

DHS NCSD — NCCIC (US-CERT & ICS-CERT)
e National Guard Bureau
e FBI

e USCYBERCOM

e Others




Help
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can help you with:

ormation sharing

Outreach and Awareness
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Key

ey foundation of the NIPP Risk

cal infrastructure protection and resiliency are the
es of Federal, State, local, tribal, and territorial governments,
s, and the owners and operators of the Nation’s Cl sectors.

nfrastructure Partnership Advisory Council (CIPAC) is a legal

ork used by DHS that provides a collaborative environment for all
eholders to share essential cyber threat, vulnerability, consequence, and thus
isk information.
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oonsibilities

ment guidelines for cybersecurity

ems, networks, control systems and sensitive data
areness

s vulnerabilities and consequences

Detect cyber disruptions or attacks
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oyees Let You
own...

ot understand policies, procedures,
d standards

do understand them, they are violated because
e are no consequences — the policies are not enforced
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to Focus
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0 Contact

CyberCIP@uscg.mil

41


mailto:CyberCIP@uscg.mil

