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Agenda

• Cybersecurity Framework

– Why it was created

– What is it

– Why it matters

– How do you use it
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Cybersecurity spending is increasing, but companies are 

still being breached
• POS listed as one of 

the top nine data 
breach patterns in 
2013

• $46 billion in 
Cybersecurity spending 
in 2013

• Cybersecurity spending 
increased by 10% in 
2013

• SEC performing an 
audit of 50 financial 
institutions
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Executive Order 13636 asked for the creation of a 

Cybersecurity Framework applicable to all sectors

• Executive Order

– Be Flexible

– Be non-prescriptive

– Leverage existing approaches, standards, practices

– Be globally applicable

– Focus on risk management vs. rote compliance

• Framework for Improving Critical Infrastructure Cybersecurity

– Referred to as “The Framework”

– Issued by NIST on February 12, 2014. 
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The Framework established three primary components 

used to develop a holistic cybersecurity program

Framework Core

Implementation Tiers

Framework Profiles
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The Framework Core establishes a common language 

for describing a cybersecurity program

• A set of cybersecurity activities, desired 
outcomes, and applicable references that 
are common across critical infrastructure 
sectors. 

• Consists of 5 Functions —Identify, 
Protect, Detect, Respond, Recover. These 
provide a high-level, strategic view of the 
lifecycle of an organization’s management 
of cybersecurity risk. 

• Categories and Subcategories for each 
Function, matched with example 
Informative References such as existing 
standards,  guidelines, and practices for 
each Subcategory.
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Framework Core



The subcategories describe expected outcomes

Framework Core
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Organizations select an Implementation Tier based on 

their risk threshold

• Three attributes of  Tiers:
– Risk Management Process

– Integrated Risk 
Management Program

– External Participation

Tier 4 may not always be the goal
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Current and Target state profiles help organizations 

capture their cybersecurity program
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Why Use the Cybersecurity Framework?

• Common Language

• Collaboration Opportunities

• Ability to Demonstrate Due Care

• Easily Maintain Compliance

• Secure Supply Chain

• Cost Efficiency

Compliance      Secure
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The Framework clarifies communications within an 

organization and with external partners 
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The Framework identifies seven steps for improving or 

developing a risk informed cybersecurity program

• Step 1: Prioritize and Scope

• Step 2: Orient

• Step 3: Create a Current Profile

• Step 4: Conduct a Risk Assessment

• Step 5: Create a Target Profile

• Step 6: Determine, Analyze, and Prioritize Gaps

• Step 7: Implement Action Plan (Build a Roadmap)
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We are available to answer any additional questions

Tom Conkle
Cybersecurity Engineer
tom.conkle@g2-inc.com
(301) 575-5139
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mailto:brian.hubbard@g2-inc.com


Backup
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Organizations identify their business and mission 

objectives to initiate the process
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The orient step aligns the business goals, assets, 

systems, and regulatory requirements for the program

People

Risk Thresholds
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Next organization assess their current and target 

cybersecurity programs to identify gaps
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The final step is to implement and monitor an action 

plan to close identified gaps

Completion Date

Dependencies
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CForum is an online community focused on continuing the 

discussion started by the Framework development process

• Located at: 
Cyber.securityFramework.org

• Free for users to share best 
practices and lessons Learned

•Enables ongoing support for 
improving cybersecurity 
protections
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http://cyber.securityframework.org/


NIST has several resources available to organizations 

wanting to understand and use the Framework
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• http://www.nist.gov/cyberframework/cybersecurity-framework-

industry-resources.cfm


