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* Cybersecurity Framework
— Why it was created
— Whatis it
— Why it matters

— How do you use it
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Cybersecurity spending is increasing, but companies are
still being breached . POS listed as one of
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Executive Order 13636 asked for the creation of a
Cybersecurity Framework applicable to all sectors

 Executive Order

— Be Flexible CYBERSECURITY
— Be non-prescriptive FRAMEWORK

— Leverage existing approaches, standards, practices

— Be globally applicable

— Focus on risk management vs. rote compliance

* Framework for Improving Ciritical Infrastructure Cybersecurity

— Referred to as “The Framework”
— Issued by NIST on February 12,2014.
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The Framework established three primary components
used to develop a holistic cybersecurity program

Framework Core
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The Framework Core establishes a common language
for describing a cybersecurity program

* A set of cybersecurity activities, desired Framework Core
outcomes, and applicable references that Function Category
.. . Unique Function Unique Category
are common across critical infrastructure [dentifier i
sectors. AM Asset Management
BE Business Environment
. . . Identif? GV Governance
» Consists of 5 Functions —ldentify, ' :
RA Risk Assessment
Protect, Detect, Respond, Recover.These ot | Risk Management
provide a high-level, strategic view of the AC_| Access Control
lifecycle of an organization’s management AT | Awareness and Training
of cybersecurity risk. Protect DS | Data Security
P Information Protection Processes and Procedures
. . PT Protective Technology
. Catggorles and Sub.categorles for each & Anomaties and Evens
FunCtlon’ matChed Wlth example Detect CM Security Continuous Monitoring
Informative References such as existing DP | Detection Processes
standards, guidelines, and practices for co | Communications
each Subcategory. AN | Analysis
Respond .
MI Mitigation
M Improvements
RP Recovery Planning
Recover M Improvements
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The subcategories describe expected outcomes

Category

Asset Management (ID.AM):
The data, personnel, devices,
systems, and facilities that enable
the organization to achieve
business purposes are identified
and managed consistent with their
relative importance to business
objectives and the organization’s
risk strategy.

et

Framework Core

Subcategory

ID.AM-1: Physical devices and systems
within the organization are inventoried

Informative References

CCs CsC 1
COBIT 5 BAI09.01, BAI09.02

ISA 62443-2-1:20094.2.3.4

ISA 62443-3-3:2013SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A.8.1.2
NIST SP 800-53 Rev. 4 CM-8

ID.AM-2: Software platforms and
applications within the organization are
inventoried

CCs CsC 2

COBIT 5 BAI09.01, BAI09.02, BAI09.05
ISA 62443-2-1:20094.2.3 .4

ISA 62443-3-3:2013SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A.8.1.2
NIST SP 800-53 Rev. 4 CM-8

ID.AM-3: Organizational communication
and data flows are mapped

CcCcs s 1

COBIT 5 DSS05.02

ISA 62443-2-1:20094.2.3.4
ISO/IEC 27001:2013 A.13.2.1

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9,
PL-8

ID.AM-4: External information systems
are catalogued

COBIT 5 AP002.02
ISO/IEC 27001:2013 A.11.2.6
NIST SP 800-53 Rev. 4 AC-20, SA-9
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Organizations select an Implementation Tier based on
their risk threshold

e Three attributes of Tiers:

— Risk Management Process

— Integrated Risk
Management Program

— External Participation

ImplementationTiers

ﬁ Tier 4 — Adaptive

m Tier 3 - Repeatable
z‘ H ? Tier 2 - Risk Informed
b

Tier 1 - Partial

@ Tier 4 may not always be the goal




Current and Target state profiles help organizations
capture their cybersecurity program

Function

IDENTIFY (ID)
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Why Use the Cybersecurity Framework!?

* Common Language

* Collaboration Opportunities

* Ability to Demonstrate Due Care
* Easily Maintain Compliance

* Secure Supply Chain

* Cost Efficiency

Compliance @) Secure




The Framework clarifies communications within an
organization and with external partners

Senior Executive Level

O Focus: Organizational Risk
Actions: Risk Decision and Priorities

Changes in \ Bl;igl:esss; Q E_ ) Mission Priority

Current and Level =! ’ and Risk Appetite

Future Risk ” ) and Budget
Focus: Critical Infrastructure Risk

‘ Management
Actions: Selects Profile, Allocates \

Budget

—
— ]
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Implementation
Progress Framework
Profile

Changes in Assets,
Vulnerability and
Threat

z Q%Implementationl
"' | Operations
U Level

Focus: Securing Critical Infrastructure
Actions: Implements Profile
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The Framework identifies seven steps for improving or
developing a risk informed cybersecurity program

* Step I:Prioritize and Scope

* Step 2: Orient

* Step 3: Create a Current Profile

* Step 4: Conduct a Risk Assessment

* Step 5: Create a Target Profile

* Step 6: Determine, Analyze, and Prioritize Gaps

* Step 7:Implement Action Plan (Build a Roadmap)




We are available to answer any additional questions

Tom Conkle
Cybersecurity Engineer
tom.conkle@q2-inc.com
(301) 575-5139
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Organizations identify their business and mission
objectives to initiate the process
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The orient step aligns the business goals, assets,
systems, and regulatory requirements for the program

Risk Thresholds
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The final step is to implement and monitor an action
plan to close identified gaps
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CForum is an online community focused on continuing the
discussion started by the Framework development process

O

o [ 0

e Located at:
Cyber.securityFramework.org

* Free for users to share best
practices and lessons Learned

* Enables ongoing support for
improving cybersecurity
protections

® > FORUM

www.CYBER.SECURITYFRAMEWORK.OrRG
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http://cyber.securityframework.org/

NIST has several resources available to organizations
wanting to understand and use the Framework

* http://www.nist.gov/cyberframework/cybersecurity-framework-
industry-resources.cfm

NIST Time | NIST Home | About NIST | Contact Us | A-Z Site Index

Cybersecurily Framework d :

About The Framework ¥ RFI Events

MIST Home = Cyberframework = Cybersecurity Framework - Industry Resources

Quick Links Industry Resources

Frequently Asked Questions This is a listing of publicly available Framework resources. Resources include, but are not limited to:
sy fesmTs approaches, methodologies, implementation guides, mappings to the Framework, case studies, educational
B materials, Internet resource centers (e.g., blogs, document stores), example profiles, and other Framework

Events and Presentations document templates.

Status Update (12/5/14) Criteria for Inclusion

If your resource is: publicly available on the Internet, accurate and comprehensive for a given dimension of
the Framework, and freely available for others to use (we welcome free resources from for-profit entities), it
Cybersecurity Framework (PDF) meets the basic criteria for inclusion in the Framework Web site. Pay-for resources associated with non-profit
entities also meet the basic criteria for inclusion in the Web site. If your resource qualifies and yvou would like
it listed at the Framework Industry Resources Web page, send a description of your resource to

Cybersecurity Framework Core (Excel) cyberframework@nist.gov.

Executive Order 13636

Roadmap (PDF)

CSF Reference Tool Representations and Warranties
Certain commercial entities, equipment, or materials may be identified in this Web site or linked Web sites in
order to support Framework understanding and use. Such identification is not intended to imply
recommendation or endorsement by NIST, nor is it intended to imply that the entities, materials, or
Contact equipment are necessarily the best available for the purpese.

General Comments and Questions
Related Government Programs

Notice of Inquiry Questions +  Department of Homeland Security’s C* Voluntary Program
Additional Inf ti .
monal Intormation Case Studies

* An Intel Use Case for the Cybersecur mework in Action

+ Status Updates
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