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ICS-CERT QOrganization

Assisting critical infrastructure asset owners to reduce
the risk of impacts from cyber attacks and events by
assisting them to improve their cybersecurity Incident
defensive posture and respond to incidents and Response
emerging threats/vulnerabilities.

Risk Reduction Operations

_ Vulnerability
Benefits Coordination
- Awareness of emerging
threats
Situational

- State of the art analysis
Awareness

Incident response support

Established partnerships

- Collaboration with other Technical
agencies and partners Analysis

Partners: ISACs, Asset Owners, IC, LE, Agencies, Associations, International
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Assessments: On-Site Support

e |CS-CERT uses the CSET to assist critical infrastructure asset owners in

conducting self-assessments
— 50 assessments in multiple sectors in FY-2010

— 80 assessments in FY-2011

— 85 assessments in FY-2012

— 72 assessments in FY-2013 (#'s affected by sequestration)
— 46 assessments in FY-2014 (as of May 7, 2014)

e Assessment teams assist infrastructure asset owners in all sectors to
identify gaps in their security posture and implement the recommended
mitigation strategies

» Architectural reviews and
analysis assessments are
also available
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Q
Cyber Security Evaluation Tool (CSET )

« Stand-alone software application
« Self-assessment using recognized standards

‘ « Tool for integrating cyber security into existing
corporate risk management strategy

CSET Download:

us-cert.gov/control_systems/csetdownload.html
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Each Question that did not meet the required security
assurance level is shown in ranking order below.
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- CSET Resource Librar

Resource Library

Document Tree Search
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Guidance
Reports
4 Templates
Cryptography & Encryption
Processes & Procedures
Access Control
Service Providers
Wireless
Incidents
4 Security Plans
.« Contingency Plan_IT-HHS Template
*13 CyberSec Plan-NRC Template
# IT Disaster Recovery Plan-FLA Templz
« InfoSec Plan-AbqSPIN Template

L InfoSec ISS-Neb Template /?%\

-« SecApproach Plan-HHS Template Po>

% SecPian-CoSN Template Resourcerlibrary
« SecPlan_Major Apps-USG Template -
*3 SecPlan-LMRs-PSWN Template

&+ carPlan Natwork-QIT Template

This library of cyber security standards, reports, and templates are provided for you
Additionally there are several cyber security guides and white papers to assist you
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