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Trending Technologies

* Cloud-computing
*|nternet of Things

* Managed Services




Cloud Computing

* Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort
or service provider interaction. o

— The NIST Definition of Cloud Computil = |

— NIST Special Publication 800-145 C " it
* Advantages

— Availability AaE e g

— Access Tt PO .. i |

— Provisioning 1 . .z S S8

— Auto-Recover I |
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http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf

Security Implications

e Shared Platform

* Ente P rise |d Victims of Recent DDoS Attacks 1 Crock Font
+ Privacy e

* Pooling exploits
— APIs
— Mngt Interface

— Resource Hoard




Internet of Things

* The Internet of Things (loT) is the network of objects or "things"
embedded with electronics, software, sensors and connectivity to
enable it to achieve greater value and service by exchanging data
with the manufacturer, operator and/or other connected devices.

-Wikipedia N

* Examples of Port Automation | p%l

— Intelligent buildings -
— Automated equipment

* Robots, cars, and cranes
— Refrigeration Monitoring
— Automated Ports

* Port of Hamburg, Germany
* Rotterdam, Netherlands

Antwerp Gateway g5
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Security Implications

 FTC Warns of the Huge Security Risks in the
Internet of Things

* Cyber-Physical System (CPS)
— NIST Preliminary Draft

 Manufacturers Security
— Security is not the primary goal
— Embedded systems lack standards/framework

— Globalization



http://www.hldataprotection.com/files/2015/03/NIST-Cyber-physical-Framework-PRELIMINARY-DISCUSSION-DRAFT.pdf

Security Implications

 Huawei Defends Equipment Security- 2013
— Largest Telecom in the world

* U.S., Israel developed Flame computer virus to
slow Iranian nuclear efforts

— Mapped the Iranian network

* How the NSA can 'turn on' your phone
remotely (well not really)

* iRobot's latest Roomba robot is designed for
hackers




Security Implications
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Managed Services

* Limited Resources
— Budget
— Personnel
— Utilities/Tools

e Scalable

* Industry Compliance
— |dentify
— Protect
— Detect
— Respond/Recover
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Identify

- Audit
- Risk Assessment
- Penetration Testing

- Remediation
Report

SECURITY TECAHNOLOGIES
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Identify

Discovery

=l =ummary

Overview

= Netwaorks

LAM Watch by Metwork
LAN Watch by Probe
Discovered Devices - Grid View

Discovered O - Tile View

= Domains

Domain Waich
Computers
Users & Portal Ac

Audit Log

LAN WATCH

Discover Network Devices & Deploy Agents

DEPLOY AN
AGENT

To discover devices on a
network, deploy at least
one Agent to a computer
on that network.

Under 1AN Watch', a list of - Associate the Network

discoverable networks is
presented based on the

agents that are deployed.

with an Organizafion
- Select a probe machine
- Tailor the IP Scan Range

Choose a network from the - Enable SNMP Discovery

list, or manually create a
new network.

- Enable vPro Discovery
- Enable Alerting
- Configure Asset Tracking

SET AGENT
DEPLOYMENT
POLICIES

Set policies to
automatically deploy
agents to discovered
computers. Select an agent
deployment package, and
specify credentials.

(

RUN LAN
WATCH.
DEPLOY
AGENTS. VIEW
RESULTS

Run a Scan now, or
schedule it on a recurring
basis. View the summary
page to monitor scan
progress. View a list of all
discovered devices and drill
in to see details about each
device. If deployment
policies are sef, the LAN
Watch Scan will deploy
agents to discovered
devices.

W%‘Zfﬁlﬂé’{;ﬁi@



Identify

Summary Software Hardware

i- Mew Custom Fisld * Rename Custom Field #& Delete Custom Field
System Information 23437 pm 13-5ep-13

Collected:

Mext Collection:

E Name/0 5 Information

Computer Hame: MSThridge
Operating System: 2008
Wersion: R2 Server Sfandard x64 Edition Service

S system Information

Manufacturer: HP

Product Mame ProLiant DL360p Gend
System Version: (none)

System Serial Number MXQ3250BPS

@@ cPURAM Information

Processor Manufaciurer: Intel

Processor Family: Intel Xeon

Processar Wersion: Intel{R} Xecn(R) CPU E5-2609 0 @ 2.40GHz
CPU Max Speed: 4500 MHz

CPU Current Speed: 2400 MH=

Agent

”};“:‘ Network Information
IPv4 Address:

IPvE Address:

Subnet Mask:

Default Gateway:
Conneclion Gateway:
Country:

MAC Address:

DHCP Server:

DMS Server:

Patch Status Remote Control

10.20.1.132
fed0::180e:557 3. cdbb:36c6% 19
2552552550

10,2011

50.73.201.57

United States
D5-90-67-1C-9C-CC

DHCP disabled

208.67.220.220 - 208.67 222,222




Protect

- Data Security
- Protective Technology
- System Hardening
- Encryption

- Maintenance




Protect

Schedule installation of selected patches on all machines.

Hide machines set for Automatic Update

Hide patches denied by Paich Approval

Click Machines... buttons to alter schedule or to ignore patch for individual machines.

Schedule | Cancel

WARNING: Scheduling patch installations from this screen will override all Patch Approval Policies!
NOTE: Machines that are being processed by Initial Update are excluded from this page until Initial Update completes.
NOTE: Patches that are currently being processed cannot be cancelled.

1\ Indicates the patch status for one or more machines should be checked befare installing this patch. Click on Machines... and review

Jﬁe Status column.

Select Al KB Article Show Details
Unselect All (Security Bulletin) Missing  Ignore Product Update Classification

L] KB2636927 1 0 Silverlight Feature Packs (Optional - Software)
Microsoft Silverlight (KB2636927)

O KB2841134 1 0 Windows Server 2008 R2 Update Rollups (High Priority)
Internet Explorer 11 for Windows Server 2008 R2 for x64-based Systems
O KB2858725 1 0 Windows Server 2008 R2 Feature Packs (Optional - Software)

Microsoft .NET Framework 4.5.1 for Windows Server 2008 R2 x64-based Systems (KB2858725)




- Evaluation of
Infrastructure
Security Systems

- Intrusion Detection
Systems




Detect

{ii < B (=] ’ b4 Y Filter ~

Machine Name Name Path Time Status Type
mstD3132013.mst.internal Tullic szRestorePath 12-Mar-15 09:22 Quarantined Unknown
mst11242014.mst.internal RssControlZ exe C:\Users\rfrey\AppData\Local\Temp\SLinkSWA.... 2-Mar-15 03:41 Quarantined Unknown
mst03132013.mst.internal Tullio szRestorePath 12-Mar-15 08:23 Quarantined Unknown
mst09112013b.mstwatch-test. mst.i... autorun.inf A\autorun.inf 12-Mar-15 06:51 Quarantined Unknown
mst09112013b.mstwatch-test msti... c¢_payment_details_credit htm D:\Prasad\CEI Projects\NCO Doc\customer_ui... 12-Mar-15 06:51 Quarantined Unknown

Antivirus Detection History
Antivirus Top Threats a X Antivirus Number of Machines With Detections allx
20 7

. Unknown

HEUR:Trojan.Win32.Generic

Worm.Win32.Vobfus.bgdg 10 -
Trojan-Ransem.Win32.Blocker.fain
Trojan-Spy.Win32.Zbot.tmso L l
9 Jan Feb Mar Apr  May Jun Jul Aug  Sep Oct Nov  Dec




Respond and Recover

- Annual Risk Assessment

RESPOND
AND
RECOVER

- Detection and
Response System

- Disaster Recovery

MCcRoberls @
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Respond and Recover

Assign monitoring on selected Machine IDs

V| Create Alarm
e [] Create Ticket
(“=eq-r I Run Script select agent procedure on this machine ID
= ] Email Recipients (Comma separate multiple addresses)
| Clear Al |
(®Add to current list UReplace list  [Remove]
[ | 7 |
v
Auto Leamn
® Add Monitor Set () Replace Monitor Set(s)
Select Al

Unselect All

DD
HiEiEEE

Machine.Group ID Monitor Set

11southpeds-hp.stony_brook_university _hospital-ny.mcb.custom
1570halo1.brownwd_medctr-ix.customer
1570halo2.brownwd_medctr-tx.customer

3

1730wc03.northwest_medical-az.customer

= https://kmcroberts1876.com/?scriptPick=true - Se... [

L NMaintenance

Wake U )

Sample Procedures\Managed Senices\System Mgmt\Renew
P
Sa '\lw Procpdur s\Managed Senvices\System Magmt\Set

)

an le Procedures\Managed Senvices\System

Vg ,“t‘-Qhutdc"/n
Sample Procedures\Managed Semvic
Management\Default |IE Page
Sample Procedures\Managed Senvice
Management\Lock Workstation
Sample Procedures\Manage
Management\Send Message
Sample Procedures\Mana
Sample Procedures\lV 1an

\Workstation

[
(3]

s\Workstation

\Workstation
e if Logged On

ed Senices\1 - Con

d ices)

ﬂ \b—l |1 eS|

anup

nputer Cle




Respond and Recover

1 of 1 100 |wv | Selected:

Machine Name

@ miami-dc.core.intemal

Agent Procedure Status

Q Refresh

1 of 1 v | Selected Viewing: 1-61 of 61

-

© SasidIpaicii.coms. itamel Procedure Name Time Status Admin
K-VNC 4.x Uninstall 11:31:27 am 05/03/2013 Success THEN mmartone
Execute Patch Scan 10:44:51 am 05/03/2013 Success THEN mmartone
WUA Patch Scan 1 10:44:51 am 05/03/2013 Success THEN mmartone
WUA Patch Scan 2 10:44:51 am 05/03/2013 Success THEN mmartone
WUA Patch Scan Check 10:41:11 am 05/03/2013 Success THEN mmartone
WUA Patch Scan PreReq2 10:41:11 am 05/03/2013 Success ELSE mmartone
WUA Patch Scan PreReq1 10:41:11 am 05/03/2013 Success ELSE mmartone
Patch Scan 10:40:34 am 05/03/2013 Success THEN mmartone
Patch Required Services Check 10:40:34 am 05/03/2013 Success THEN mmartone
Patch Post-Services Check Action 10:40:34 am 05/03/2013 Success THEN mmartone
Reset Password 473843453935133 12:09:52 pm 12/21/2012 Success THEN Success THEN | *kDefault*
vncinstall 12:09:51 pm 12/21/2012 Success THEN ‘ *kDefault*
Update Lists By Scan 12:09:48 pm 12/21/2012 Success THEN *kDefault*
Syztem Info 2:09:06 pm 12/21/2012 Success THEN *kDefault*
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