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 About the Port of San Diego

 Technology Environment 

 Cyber Security 

 Automation for Maritime 

 Technology Strategic Plan 

 Technology Governance 

Agenda
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The Port’s Jurisdiction

2,403
Acres of Land

3,535
Acres of Water

National City

Coronado

Chula Vista

Imperial Beach

San Diego

Mean High Tide Line

Tidelands
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 Details Port’s responsibilities

 Directs Port to manage San Diego Bay 
and the Tidelands

 Port must promote commerce, navigation, 
recreation and fisheries

Tidelands Trust Act



5Port of San Diego 

Governance

 Seven-member appointed board

 526 employees

 $144.6 million budget

 Funded through business 

ventures, not taxes.
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Board of Port Commissioners

Garry Bonelli Ann Moore Bob Nelson

Dan Malcolm
Chairman

Marshall Merrifield
Vice Chairman

Dukie Valderrama
Secretary

Rafael Castellanos
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What we do

Maritime

 800 

Leaseholds

 New 

Development

Harbor Police Environmental 

and Land Use

 Land/Water

 Firefighting

 Airport

Real Estate 

Development

 22 Parks

 150 Acres

 Special 

Events

Recreation

 Land Use 

Planning

 Green 

Programs

 Restoration

 Cruise

 Cargo

 Strategic 

Port
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Technology Environment
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Cyber Security
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Cyber Security

• Newly Dedicated IT Security Section

• IT Security Supervisor

• IT Security Analyst

• Adoption of NIST Cyber Security 
Standards for Critical Infrastructures

• Risk-based Management Approach

• Audit Plan of Action & Milestones

• Continuous Vulnerability Scanning

• Added Risk Mitigation through Cyber 
Insurance
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Cyber Security

• Current Projects
• Disaster Recovery Cloud Solution

• Cyber Security Awareness 
Training (Basic, CJIS and PCI)

• Firewall Hardening

• Encrypted USB Mobile Devices

• State of California Automated 
Threat Information Exchange 
(ATIX) 
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Cyber Security

• Prospective Grant Projects
• Enterprise Identity Management

• PIV-I Smart Card (Logical/Physical 
Access, Digital Signature and 
Encryption)

• Security Information And Event 
Management (SIEM)

• Privileged Credential Management
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Cyber Security

• Area Maritime Sensor Program
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Maritime Automation
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Tariff & Billing rules

Pricing conditions and routines are set up in 

SAP to determine pricing and calculate the net 

value.  

Per the tariff, full dockage is charged based on a 

rate determined by the length overall (LOA) of 

the vessel.  

If the vessel’s stay is less than 24 hours, the 

customer is charged a minimum of 24 hours.  If 

the vessel stays more than 24 hours, the 

customer is charged per 6 hour increments.  

In this example, the vessel’s stay was 23 hours 

and 17 minutes and will therefore be charged for 

24 hours.
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Berth Request

A request  to reserve a  berth comes from a vessel’s agent and the information 
is entered into SAP as a notification.
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Supervisor review & approval

The information is displayed on the SDMIS website as the Commercial Vessel Schedule 
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Dock & Sail updates

Wharfinger updates SAP when the vessel docks ……..

…….. and when the vessel sails
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Calculations

•Displays actual arrival and departure  

•Calculates total hours for dockage calculation and determines charges
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Sales Order
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Billing Approval 

The Sales Order goes through automated 

workflow  and is reviewed/approved by the 

Marine Terminal Supervisors.  

Once approved, it is ready for billing and 

the customer is invoiced.
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Reports & Dashboards
Total Annual Tonnage
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Reports & Dashboards

Cargo Volumes by Type
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Reports & Dashboards
Cruise Ship Calls and Passengers
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Technology Strategic Plan
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Technology Strategic Plan

5 year Technology Strategic Plan
• Developed 2012

• Currently in Year 3

• Now 7 year plan
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YEAR 1 FY12/13

Board Room Equipment Refresh

Dash Board

Data Center Study

ECMS, RMS, Imaging, AW, Email

MS Windows 7 Upgrade

Permitting System Parks / Events

Refresh Desk/Laptops Older than 5 Years

Refresh Server Older than 5 Years

Replace GroupWise

Technology Strategic Plan 2013-2019

Pag

e 

YEAR 2 FY 13/14

Automated Board Agenda Application

BITS Staff Resources  (ECMS, WEB, GIS)

Board Room Equipment Refresh

ECMS, RMS, Imaging, AW, Email

E-Government Website / Portal

MOIS Replacement

Refresh Desk/Laptops Older than 5 Years

YEAR 3 FY14/15

BITS Staff Resources  (ECMS, WEB, GIS)

CRM – Requirements Gathering

Disaster Recovery Mirrored Site

ECMS  Phase II – Digital Asset Management

E-Gov Go-Live Phase – NEW Internet  Site

E-Gov – eDiscovery & Public Records Request

EPM – Project Reporting and Task Management

Park Permitting System

Refresh Desk/Laptops Older than 5 Years

Lease Negotiation & Real Estate Requirements

SAP AP Electronic Approval

Enterprise Budget Management (BETA) 

Enterprise Reporting & Warehouse

IT Security Functions

Planned Maintenance Enhancements

Audit Management Software

YEAR 4 FY15/16

BITS Staff Resources  (ECMS, WEB, GIS)

Computer Aided Dispatched System (CAD)

CRM Application

Disaster Recovery Mirrored Site

ECMS Phase III – Records Management

Events Scheduling Application

GIS Applications

Lease Negotiation & Real Estate

Refresh Desk/Laptops Older than 5 Years

Refresh Server Older than 5 Years

Enterprise Budget Prep & Mgt. Requirements

Refresh Mobile Terminals

Scanner Equipment & Backfile Updates

YEAR 5 FY 16/17

BITS Staff Resources  (ECMS, WEB, GIS)

CCTV Security Strategy

Disaster Recovery Mirrored Site

Enterprise Benefits Management System

Grants Management Application

Refresh Desk/Laptops Older than 5 Years

Refresh Server Older than 5 Years

Modify SAP for Year End Process

Enterprise Reporting & Warehouse Management

Modify SAP Payroll Process

YEAR 6  FY 17/18

BITS Staff Resources  (ECMS, WEB, GIS)

ERP HR E-Personnel Files

Leave of Absence Application

Refresh Desk/Laptops Older than 5 Years

Refresh Server Older than 5 Years

SAP Reporting

YEAR 7 FY 18/19

BITS Staff Resources  (ECMS, WEB, GIS)

Contract Management System

Enterprise Asset Management System

Learning Management System

Performance Evaluation Application

Refresh Desk/Laptops Older than 5 Years

Refresh Server Older than 5 Years

SAP Reporting

SAP Treasury Function Integration
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What is Technology Governance?

• Process to vet and prioritize technology initiatives
• Why

 Assures that the investments in IT generate business value
 Mitigates the risks that are associated with IT
 Improves project success
 Compliance Issues addressed proactively instead of reactively

• Members are Directors and Executive Leadership
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TGF Key Rules

• Oversee IT strategy and policy decisions
• Base information technology decisions on the 

Technology Strategic Plan (TSP)
• Position BITS as a strategic department that resolves 

business issues with information technology
• Ensure the TSP remains up-to-date, relevant, and in 

alignment with the Ports technology and strategic 
goals
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TGF Process

Step 1 - Submission

Step 2 – Request Review 

Step 3 – Business 
Justification 

Step 4 – TGF Formal 
Review
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Criteria for Prioritization
Criteria Score

5 3 1 0

Supports Enterprise Arch Enterprise Department Section No

Improves Efficiencies Enterprise Department Section No

Improves Customer 
Service

Transaction Interactive Informational No

Supports Legal Mandates Required Facilitates Supports No

Cost Benefit Potential >$2.0M $1.0 - $1.9M $250k -
$900k

<250k

Capacity BITS FY+1 FY+2 FY+3 FY+4

Capacity Department FY+1 FY+2 FY+3 FY+4

Budget FY+1 FY+2 FY+3 FY+4

Project Alignment 5P 3P 1P No
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Questions?


