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Briefing Outline
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Convergence refers to the recent interconnection of General 
Support Information Technology (IT) systems with Industrial 
Control Systems (ICS). Traditionally, IT networks that carried 
business systems were not physically connected to control 
systems networks and the two systems did not communicate. 

For a variety of reasons, more and more organizations have 
created connections to their control systems, but operators 
are often unaware of exposure created by these connections. 
The increasing connectivity of ICS is creating new avenues of 
access for potential cyber attackers. Awareness of this risk is 
vitally needed by both IT and Physical Security professionals 
to adequately address the risk created by the convergence of 
Industrial Control Systems and IT systems.
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An HVAC system manages environmental conditions within a 

building such as heating, cooling, lighting and other functions. 

Vulnerabilities:

 Information Theft: The Target breach occurred when hackers 

broke into the network of a company that managed the company's 

heating, ventilation and air conditioning (HVAC) systems. 

 Kinetic Effect: HVAC systems often maintain critical temperatures 

for server rooms, food storage, hospitals, etc. The compromise of 

such systems can have catastrophic results.

Heating, Ventilation, and Air 
Conditioning (HVAC)
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Heating, Ventilation, and Air 
Conditioning (HVAC)

A Programmable Logic Controller (PLC) 
allows remote control of an ICS from a 
workstation.



Programmable Logic 
Controller (PLC)
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HVAC Java Application Control
Engine (JACE) Controller 
Interface
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Physical Access Control
System (PACS)
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A PACS manages the physical security of a building or perimeter. 

Functions provided include: gate/door access and credential 

issuance. 

Vulnerabilities:

 Credential Issuance: An attacker can elevate privileges for an 

existing access card or generate a new one. 

 Kinetic Effect: A PACS interface allows for the possibility of an 

attacker to remotely physically open, close and lock doors and 

gates.



Physical Access Control
System (PACS)

9

Image Courtesy of Lenel

Intelligent System 
Controller (ISC) 
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Physical Access Control
System (PACS)



Mitigations may be implemented to reduce the risk to both HVAC 

and PACS. Best practices include changing of default 

credentials. Default usernames and passwords are known and 

set by the vendor when new devices are shipped. Well-known 

usernames and passwords are published on the Internet.

https://github.com/scadastrangelove/SCADAPASS
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Countermeasures
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Other mitigations may be implemented to further protect ICS 

systems through internal network segmentation. Internal 

segmentation slows down or prevents attackers from 

breaching higher-security systems.

Below is a list of common network segmentation approaches.

• $ VLAN/Subnet Access Control Lists

• $$ Firewall Network Enclave

• $$$ Data Diode

• $$$ Air Gapping
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Countermeasures
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VLAN/Subnet Access
Control Lists (ACLs)

A network access control list (ACL) is a layer of security for your 

that acts as a control gate for network traffic in and out of one or 

more subnets.

Benefits:

• Inexpensive to implement

• Low skillset to maintain

• Rapid deployment 

Drawbacks:

• Difficult to track / maintain

• Traffic is only controlled at a network/port level

• Low security

• Minimal event logging



Firewall Network Enclave
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A Firewall Network Enclave is a segment of an internal network 

that is defined by common security policies and protected through 

one or more firewall devices. 

Benefits:

• Networks remain connected

• Traffic controlled at all levels

• Detailed event logging

Drawbacks:

• Moderate implementation cost

• Moderate skillset required to maintain

• Potential for false positive blocks
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Diode Architecture

A unidirectional network (also referred to as a unidirectional 

security gateway or data diode) is a network appliance or device 

allowing data to travel only in one direction, used in guaranteeing 

information security.

Benefits:

• Extremely Secure – nearly impossible to hack

• Networks are still connected for reporting

Drawbacks:

• Very expensive

• Advanced skillset required to maintain

• No remote administration of ICS
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Air Gapping

An air gap is a network security measure, also known as air 

gapping, employed on one or more computers to ensure that a 

secure computer network is physically isolated from unsecured 

networks.

Benefits:

• Impossible to remotely compromise

Drawbacks:

• Very expensive – Manual inspection / maintenance

• No remote administration or communication with ICS



Closing Thoughts

• Convergence will happen

• Awareness and coordination are key among 

IT and Physical Security Professionals

• Vulnerabilities are real

• Countermeasures should be considered 

based on risk tolerance
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Questions?
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