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The new Reality of Cyber Security (since 2003)

▪ Destructive Cyber attacks against private sector critical 

infrastructure will occur

▪The threat is from sophisticated actors – well organized and 

resourced

▪These threats will compromise our ability to operate critical 

infrastructure

▪Even the most secure networks can/will be compromised

▪Critical infrastructure must be able to “withstand a first punch”, 

before national security assets arrive

▪Our critical infrastructure is highly inter-connected and inter-

dependent, we must be prepared to respond and recover.
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USCG focused the NIST Cybersecurity Framework 
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8 Mission Objectives
1. Maintain Personnel Safety
2. Maintain Environmental Safety
3. Maintain Operational Security
4. Maintain Preparedness
5. Maintain Quality of Product
6. Meet HR Requirements
7. Pass Required Audits/Inspections
8. Obtain Timely Vessel Clearance

Source - US Coast Guard Cybersecurity Framework Profiles (CFP) for Maritime Bulk Liquids Transfer (MBLT) mission area profile of 
8 Mission Objectives – Defines Preparedness
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Why do we Exercise?
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Live Exercises Provide Real-Time Education and Feedback
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• Customize best-fit plans to the decision

• Makers tasked to execute it.

• Calculate response in the context of individual 

plans against various threat scenarios.

• Identify specific information that provides 

confidence to the organization.

• Respond to events more quickly and effectively.

• Lower overall cost of failure prevention and

• Reduce probability of failure risk.

Organization behavior is an important and often missing element of an

incident response plan.



DECIDE® PLATFORM  |  NUARI

Practice Response:
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Response

•RS.RP Planning

•Response processes and procedures 
are executed and maintained, to 
ensure timely response to detected 
cyber security events.

• Does your organization have a plan?
• Is it current?
• Has it been tested?

• Does it take into account all organization 
roles: Leadership, Legal, Ops, PR, 
Compliance, Business continuity, IT/Infosec ?

• When is it activated? Who’s in charge?



DECIDE® PLATFORM  |  NUARI

Practice Response Communications:

7

RS.CO-1 Personnel know their roles and order of 
operations

RS.CO-2 Events are reported consistent with 
established criteria

RS.CO-3 Information is shared consistent with 
response plans

• Does your incident response 
plan consider malware and 
ransomware?

• Who is in-charge?
• Who do you call for support?
• Do you have preplanned 

relationships with support 
organizations?

• What is your obligation to 
report?

• Do you inform your Board, 
employees, customers, 
supply chain partners?
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Supply Chain / Value Chain
Highly Inter-Connected Systems 

We must practice to response and recovery across the supply chain!

Greater reliability on technology with more partners in the Supply Chain
Risk is created at the seams between organizations
Share risk across our partners
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Practice Response Coordination:
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RS.CO-4: Coordination with 
stakeholders

RS.CO-5: Voluntary Information 
Sharing occurs with external partners 
to achieve broader cybersecurity 
situational awareness.

• Are you alone or this part of a larger 
event?

• How did other organizations 
respond?

• Do you tell your stakeholders you 
are compromised?

• What information do you share with 
stakeholders?

• Are you receiving information 
sharing reporting?

• Have you established a relationship 
with local law enforcement? FBI, 
Coast Guard, Port Authority?
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Practice Response Analysis:
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Response Analysis

•Notifications are investigated

•Impact of Incident is understood

•Forensics are performed

•Incidents are categorized consistent with Plans

Response Mitigation

•Incident Contained

•Incident mitigated

•New vulnerabilities are understood

Response Improvement

After Action Analysis

Lessons learned, Processes and Response Strategies 
Updated

• Are tactics, techniques, and 
procedures (TTPs) in place to 
respond based on severity of 
event?

• Have you determined how different 
events will impact personnel and 
operations?

• Do you have capabilities to perform 
internal forensics?

• Or existing external relationships 
with forensic services?

• Do you continuity of business plans 
– can you continue to operate in 
the face of degraded systems?

• How are you going to fight through 
the crisis?

• How do we get better?
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