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Weôre Increasingly Dependent on Net-centric 

Operations and Wireless Communications
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E-enabled vehicles are now the normé
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éfor all of us!
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Source: aa1car.com



Weôre Demanding & Exploiting Connectivity
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Hyundai Blue Link
www.latestcar.us

GM OnStar MyLink
www.engadget.com

4G Technology at 2011 Consumer Electronics Show

ñWeôre redefining what it means to be a really fast computerò
Audi Chairman Rupert Stadler

Access vehicle diagnostics

Unlock doors

Slow cars down with geofencing

Limit driving speed of teens

Ford MyKey
thetorquereport.com

http://www.allcartech.com/pictures/1053180_ces-2011-gms-4g-onstar-prototype-video-skype-so-much-more_gallery-1


Research Systems & Their Strategic 

Importance in Transportation

Cyber-physical Control Systems Traffic Control, Logistics & Operations Management Systems

Safety Management Systems Traveler & Operator Services: ñ511ò, E-commerce, E-payment
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http://www.nextbus.com/wirelessConfig/internetEnabledPhones.jsp


Intelligent Transportation System Vulnerabilities:

Variable Message Signs on Highways Hacked 
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Hacking instructions were available on i-hacked.com.



14 Year Old Boy Derails Polish Trams 

with Modified TV Remote
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Source: Telegraph.co.uk, 11 January 2008



Å Todayôs maritime environment includes 

automation throughout our nationôs ports

ïAutomated entry systems

ïWireless cargo tracking

ïDriverless cranes and other vehicles

Automated Maritime Systems
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Terminal Automation
Å Information  Technology

ïTerminal Operation System (TOS)

ïContainer Terminal Management System (CTMS)

ïPayroll, other back office systems

Å Communications

ïE-mail, cargo messages

ïWebsite, cargo tracking

ïWireless, cargo apps

Å Access Control

ïSecurity / ID Card system

ïCCTV

ïTruck gates

ïPersonnel gates



Terminal Automation

Å Scheduling Software

ïVessels

ïYard equipment

ïMaintenance

Å Control Systems

ïSeaside cranes

ïYard Cranes

ïOther Yard Equipment

ïRemote monitoring

ïBuildings

ïGates



Vessel Automation
Å Navigation

ïRadar

ïAutomatic Identification System (AIS)

ïElectronic Charts (ECDIS)

ïGPS

Å Communications

ïRadio

ïSatellite

ïBroadband

ÅInternet

ÅE-mail

Å Integrated bridge 

ïAll systems interconnected



Vessel Automation

Å Control Systems

ïMain engine

ïBallast tanks

ïGenerators

ïLife support

ïFuel & lube oil

ïCargo hold fans

ïWater tight doors

ïFire alarm & control



Automated Container Terminal Entrance

ÅOptical Character Recognition (OCR):

ÅReads Vehicle & Container ID

ïLicense Plate

ïContainer Number

ÅImaging can also detect container damage



OCR & Image Capture



Driverless Vehicle
Hamburg Germany.   Driverless vehicle moving 

40ô container to automated storage crane.
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Automated Maritime Systems
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Crane Accident
Å Oakland, CA.  Dropped cargo container.  

Å Is this a result of a Control System failure?



Dry-dock Malfunction
Å Dubai.  Opened sea gate while workers were under vessel resulting 

in 27 deaths and the loss of 2 vessels.



Navigation Malfunction

Å Human error or equipment malfunction?



Å Rotterdam.  Human error or equipment 

malfunction?

Navigation Error
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Vessel Balance Accident

Liberia.  Vessel storage usually planned with 

bay planning software.  
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